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JAMIS Provides Enterprise-Grade Data
Protection Solutions for Govcon.
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JAMIS Federal Cloud

JAMIS Software Corporation, a leading provider of enterprise resource planning (ERP)

software and secure cloud solutions, has successfully achieved FedRAMP Moderate

Equivalency, after an assessment from Third-Party Assessment Organization (3PAOQ),

Lunarline. With this designation, the JAMIS Prime ERP platform is now fully equipped

to handle Controlled Unclassified Information (CUI), satisfying the stringent security Fe d e ra I
requirements of the Federal Risk and Authorization Management Program (FedRAMP). C I 0 u d

This achievement also positions JAMIS to support customers in meeting Cybersecurity

Maturity Model Certification (CMMC) Level 2 standards - critical for companies doing

business with the U.S. Department of Defense. JAMIS is able to provide the complete Body

of Evidence (BoE), key artifacts such as the System Security Plan (SSP), to prospective
and current customers upon request.

JAMIS High Security Cloud Services

+/ Managed Service on AWS GovCloud « Facilitates CMMC Compliance + Continuous Monitoring
« FedRAMP Moderate Compliant « Securely Store CUI Data

Cybersecurity Leadership You Can Trust

«/ As cybersecurity regulations evolve, JAMIS has been aligned with FedRAMP and CMMC to position your business ahead of the
curve

« JAMIS' history demonstrates its commitment to serve federal contractors, making it a trusted partner

« Choosing a cloud partner with these credentials gives you an edge when bidding for federal contracts and partnering with
companies in the defense industrial base (DIB).

«/ Backed by a dedicated U.S.-based cybersecurity and infrastructure team with deep expertise in GovCon IT requirements

« Constantly evolving to meet the latest security threats - not an afterthought or checkbox

Compliance-as-a-Service PROJECTHOSTS
Security Complant Clouds
Partnership with Project Hosts

+ JAMIS has a partnership with Project Hosts to ensure compliance for JAMIS Prime ERP by leveraging their FedRAMP Authorized
Platform as a Service (GSS One). This has allowed JAMIS to inherit security controls required to meet the compliance standards
for FedRAMP Moderate. Project Hosts implements the most rigorous cloud security standards to support federal, critical
infrastructure, state, and local government agencies and enterprises.

« Project Hosts environments hold certifications and authorizations from HITRUST, StateRAMP, FedRAMP, and the DoD.

Compliance Management

+ We do the heavy lifting —> our Compliance-as-a-Service includes creating a set of policies and procedures - including managing
documentation and evidence collection such as a system security plan (SSP), shared responsibility matrix (SRM).

Continuous Monitoring

« Operations and security teams monitor performance, SIEM (Security Information and Event Management) logs and alerts,
prevent intrusions, and we provide the ongoing scanning and patching of your cloud environment.
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JAMIS Federal Cloud unlocks cloud compliance and innovation at scale

Built on Amazon Web Services (AWS) GovCloud, JAMIS Federal Cloud enables government contractors managing Controlled
Unclassified Information (CUl) and sensitive data to modernize and innovate in the cloud.

Key Value

« Purpose-built to power sensitive and regulated high-value, mission-critical data and workloads
+/ Inherit compliance controls to reduce operational overhead and accelerate time to workload authorization

« Scalability optimizes performance for various deployment patterns; balances availability, durability,
performance, resiliency and cost

+ Ability to achieve sustainability goals without sacrificing performance

« Suitable for born-in-the-cloud applications, migrated workloads and hybrid models

Compliance
« FedRAMP Moderate Compliant

« Defense Federal Acquisition Regulation Supplement

+ NIST SP 800-53 rev 5 and SP 800-171

« Federal Information Processing Standard Pub 140.2

+/ International Traffic in Arms Regulation (ITAR)

« SSAE (Statements on Standards for Attestation Engagements) SOC (Service Organization Control) reports)
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AWS GovCloud (US) Regions

Designed for compliant infrastructure operations and flexible connectivity options at scale.

Infrastructure Operations

«/ Isolation of data, networks, and machines from other regions
+ Situated within the United States

+/ Managed by citizens of the United States

Connectivity Alternatives

+ VPN access through the Internet

« Direct Connect (DX) options

« Support for DoD Cloud Access Point (CAP) integration

« Assistance with Trusted Internet Connection (TIC)integration

« FIPS 140-2 compliant service endpoints

Isolated infrastructure and services to satisfy requlatory and compliance requirements for sensitive at hyper-scale

Architected for Resiliency Two Regions and Six total Availability Zones

0 Aug 2011 - AWS GovCloud (US-West) Q Nov 2018 - AWS GovCloud (US-East)

Want to learn more? LEARN MORE

jamis.com/products/jamis-prime-erp/security
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